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I, Sahcr Almhais!-n, cc ify that I am an otTicer ofthe company named above, and actrng
as an agent of the company, that I have personal knowledge that the company has

established operating procedures that are adequate to ensure compliance *idr rhe
Commission's Customer P!oprietary Nefivork Inlormation (CPNI) rulcs. Slee ,{7 (.1".R.

S 64.2001 e/ req.

Artached io this cerlification is an accompanying stale ent explaining how the
corrpany's procedures ensrue that the cornpany is in compliance with the requit'ements
sct forlh in sccaion 64.2001 

"l 
rsq ofthe Commission s nrles.

The company has not taken any actions (proceedings instituted or petitions fiied by the
companv with either state commissions. the courl system. or the Commission) against
data brokcrs in thc past ycar. I ack-nowlcdge that companies must report on any
inlormation that fiey have $,ith respecl 1() thc proccsses prctextcrs arc rising to altcmpt
to acccss CPNI. and what stcps comp.mies are taking to potect CPNI, and I have no
such information to reporr at this time.

Thc company has not rcccivcd any cuslomcl complaints in $c past ycar conccming thc
unauthorjzed release of or access to CPNi and I hereby acknou,ledge that if the
company does receile any such complaints, il musl provide that inlormation to the
Commission, including the number ol customer complaints ihe company has rcccived
rclatcd to unauthorized aocess to CPNI. or unauthorized disclosure of CPNI, broken
down by category or complaint. e.&. instances of improper access by employees.
insl.rnces of improper disclosure to nldividuals not autiorized to receive the
information, or jnsiances of imp.oper access to online iDfomation by individuals not
authorizcd to vie$ the infonnation.



Statement Accompanying CPNI Certificatc EB Dockct No. 0G36

Maple Telecommunications LLC (the "Company") docs nol u5e, disclose or pemit access to
Customer Prop etary Network Infomutio ("CPNI") except as permitted or requjred by la\v
pursuanr to 47 U.S.C. $ 222. The safeguards set lbrth in Sccri(xs I and J below are followcd by
the Company- and. to rho extent that the Company finds it recessary to use. disclosr or pcrrnir
access 10 CPNI, the operating proccdurcs in Sections A-H below are ollserved.

A. Delinitions. The iemrs used in this Statement have rhe same eaning as scr forth in 47
s64.2003.

B. Us€ of CPNL IT is the Conrpany's policy that ths Company may use, disclose, or pennir
access to CPNI for the purpose of providing or markeling servico offcrings among the caiegories ol
service (i.e.. Iocal. interexchange, and iolerconnected VOIP) to wbich the customer aiready
subscribes from the CompaDy. t\ithout customer approval.

To the exient that the Conrpany provides diffcrcnr caEgories of service, dnd a customer subscribes to
more than ose category of sen-,ice ofiired by the Company. die Company may share CPNI amons
the Company's affiliared entities that provjde a service otTe.ing to the customcr. Howovcr, to thc
extent that the Company providcs diffcrcnt catcgorics of scnice. but a cuslomer does not subsc be
to more than one offering. rhe Conpany does not sharc CPNI wilh i(s af1iliarcs, except by lbllowing
the requirements described herein.

1'hc Company docs not use, disclose, or pemit access to CPNI to market to a customer xny lcn r.(
offerings that are wirhin a caregory of service to which the subscriber does not alreidy lublcibe
irom the Comp.my. unless the Company has customer approval to do so. The Company docs not usc.
disclosc or pcnnit access to CPNI t{) identiiy or track cnstomers that call compering \e^rce
Prcvidcrs.

Nolwlihnanding the forgoing, it is ihe Compaoy's policy thar the Conpa y may usc, disclose. or
per-rnit access to CPNI to protect the rights or propeny ol the Company. or to protect users of thosc
services and other carriers from fraudulcnt. ahusivc. or unlaurlul uso of. or subscription to. such

C. Customer ApproYals.

It is the Company's policy lhat lhe Company may obtain approval through \\rillen, oral or electronic
methods. The Company acknowledgcs lhat ir bears the burden of demonstrating that any oral
appirvals hxvc bccn given in compliance with the Commission's rules. The Company honors all
approvals or disapprovals to use. disclose. or pcmit access to a cusbnrels CPM u.til the cnsromer
revokes or limits such approval or disapproval. The Company Drainiains records of approval,
rega less ofthe form of such approval, tb{ at least onc ycar.

Opt-Out and Opr In Approval Processes. It is rhe Company's policy that it may. subject to opt out
approval or opt-in approral, usc its customor's individually enli6able CPNI for the purpose of
rnarketing communicatjons-rclatod scNicc\ 1o rhat ouslomer. It is the Compdny s policy that it nra,l.
subjecl o opt oul approval or opt in appro\al. disclose ils customer's individually identinable CPNI.
for the purpose of marketing comrnunications relatcd scfr'icos !o that customer. to its agent\ and its
aliiliates that provide communications-related senrices; and its joinl vcnntrc parlncrs xnd



independent contraclors rvho do the same. It is the Company s policy that it may also pelmit such
pcrsons or entitres to obtain access to such CPNI for such purposcs. Except as provided herein, or as

olhenvise provided in Section 222 of the Communications Acl of I934. as amended. the Company
only uses, discloses, or permils access k) irs customers individualty idcntifiablc CPNI sub,ect to ap1:
in approval.

D. Notice Requircd For llse Ol Customel Proprietarv Network Information. h is rhe
Compaiy's policy thar prior to any solicitation tbr cuslomer approval, notification is provided 10 the
customer of thc customer s right to retuict use of. dlsclosurc of. and access to rhat customer's CPNL
Thc Company maintains snch records of notiflcation, whelher oral. \vritten or electronic, ior at least
one year. It is the Company's policy that individual notice to cuslomers is provided when soliciring
approval io use, disclose, or permit access to customers CPNI.

E. Notice Content Requirements. Company notices mllst comply wirh the foilowing

L Noticcs mLlst prcvide sul_ficient intbrmation 1o enablc thc customcr io make an informed decision
as to whether to pcnnit the Company to use disclose, or pennit access 1(). thc cusromers CPNL

6.

'7.

8.

9

2.

3.

5.

Notices must state that the customcr has a right. and dre Conpany has a duty, under federal law,
io protect the contidcntialil) ot CPNL

Nolioos nNst specif] the types of information that consdtutc CPNI and thc spccific eniities that
Nill .eceile the CPNI, describe the purposes for which CPNI \\,ill be uscd. and inibml lhc
customer of his or hcr righr !o disipprove those Lrses, and deny or withdra\r' access to CPNI al
any time.

Notices mus! advise the customer of the precise steps the customcr musr t,llc in order ro grant or
deny acccss !o CPNI, and must clearly stare that a denial of approval rvill not affect the provisrL,n
oI any services to which the customer subscrjbes.

Noticcs must be comprehensible and must not be mjsleading.

To the exlent that r.rilten Nodces are providcd. lhe Nodces are clearly legible, use sufticientlt'.
Iarge t_vpe, and are placed in an area so as 1o be rcadily apparcnt to a custonler.

If any ponion ofa Notice is translated into anolhcr languagc. thcn ail poftions ofthe Notice must
be translated into that Ianguage.

The Nolice lnay state thai the customer's approyal to use CPNI rray enha ce lhe ConpaDy s

ability to offer producls and scrviccs tailorod lo tho custonrer's needs. The Nodce may also statc
that the Compan], ma-l be conrpelled to disclosc CPM to any person upon affirmative written
requen by the customer.

Notices may not include in thc noriflcatior any statcmcnr attempain8 to encouraBe a customer to
freeze third-part], access to CPNT.

10. Notices must state that any approval, or denial of approval for lhe usc of CPNI outside oI tle



rffinnatively rcvokes orlimits luch approval or denial.

I 1. The Company s solicitation for approval must be proximrie to the Notice of a customer s CPNI
rights.

F. Opt-Out Notice Requirements. Ir is the Company s policy drar Noticcs to obrain opt out
approval be givcn only through electronic o. rTittcn melhods, and not by orai commurucatron
(except as provided \rith respecl to one-tjme use of CPNI below).

The contents of any such noliiicatjon must comply with thc Notice Contenr Requiremenh described

It is the Company's polic] 10 wait a 30-day minimum period ol time after giving cusromers noticc
and an opportLrnity to opt ou! beibrc assuming customer approval 1() ule, djsclose. or pemrir acces\ ro
CPN-I. This 30-dry minimum period is calculated as tbllowsi (1) In the case of an elecironic Jblm oI
notiiication. the waiting period shall begin to run from lhe date on which the Norice was sent; and (2)
It1 ll1c case ofNotice by mail, the waiting period shall begin to run on ihe rhird day lblbwing the dare
lhat lhe notification $,as mailed.Ii is the Company's poiicy 10 notily cusromers as ro rhe applicablc
waitirlg period for a response beibre approval is assumed.

For those instances in which the Company uses the opt-out mechenisn, ihe Company provides
notices to applicable cuslomcrs every two years.

F't}I thoss instances in lvhich the Compary uses e rnail ro prolide opt-out noiiccs. thc Company
lollours the additional lequircments in addition to the requirefients genemlly applicable to

( l) The Conrpany must obiain express, veriflable. prior approval iiom consumers ro send notices via
e-mail regarding their service in general, or CPNI in par(icular:

(2) The Company must allow cuslomers to reply directly ro e-mai!s containing CPNI notices in order
to opt-ollt:

(3) Opt out e-mail notices ihar are retumed tu drc Comp.$y as undeliverable musr be sent ro the
curtomer in another form before the Company considcrs the customer io have received norrre:

(4) The subject iine of thc mcssage must clearly and accurately identify rh€ subiect matter of the e-
m.Jl: and

(5) The Company rrakes rvailable io ever) cuslomer a method ro opt-out rhat is ofno addirional cost
to the custonrer and that is available 24 hours a dav- sevcn da!\ a rveek

G. Opt-In Notice Requirements.It is the Company:s polic], that Notices 1lr obtain opr in
approval hc givcn lhough oral. writlen, or electronic mcrhoils. Thc contents of any such notiticariolr
must comply lvith the Nolice Contenl Requirements described above.

H. One-Time Us€ of CPNI Notice Requirements. The Company may use oral totice to obrain
limited, one-time usc of CPNI fbr inbound and ourbound cuslomcr tclcphonc corracts for the
duration of the call. The Company requires that the contcnts of an) such notification mDst comply

,' ,/
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l\ith the Nolice Conrent Requjrements described above, cxccpr that the Comprny may omit any of
the following notice pro\'isions if not relevant to rhe limired use for which rhc Compdny seeks CPNI:

(l ) The requircmcnt thrt the Compaoy adlise customcrs thar if they have opted-our pre!iously, no
,rcl.on ,s nc(JeJ lo marnra.n rhc ofr-orl clc(lron:

(2) The requiremenl that lhc Company advise customers that thcy may sharc CPNI with rheir
alTiliates or third parties and need nor name those entitles, if thc limited CPNT usage will not result in
use by, or disclosure ro, an atfiliate or third pa(yl

(3) The requirement tha! lhe Company disclose the means by \lhiclr a customer can denv or withdraw
future access to CPNI, so long as explanatjon is givcn to customers thar rhe scope ofthe approval the
Company sccks is Iimited to one-time use; and

(4) 'Ihc Company may onrit disclosure of the precisc slcps a customcr must take in order to grant or
denv access to CPNI, as loner as thc Company clearly communicates ttlaa rhe customcr can deny
access to his CPNI ibr the call.

I. Safeguards Required for the Use of CPNI. It is the policy of the Companv to train its
personnel as to the circurrslances under which CPNI may. and may not, be used or disclosed. Tn

addition, thc Conpany has established a written disciplinary process in instances *here tts
personnel do not comply with established pdicies.It is the Company s policy to require that a

record be maintained ol its o$n ard its afTiuates' sales and markcring campaigns thrt use their
customers' CPNI- The Company maintains a record of all insrances $hcrc CPNI \ras disclosed
or provided to othcr third pa ies, or where third-parties $ere allowcd to access such CPNL The
record includes a description ofcach campaign. the specific CPNI that was used in th( crmp,r8n,
and vhat products and serviccs wcrc olfered as a pel1 ofthe campaign. Such records arc rctained
fbr a minimum of onc ycar.

Thc Company has est:Iblished a nrandatory supcrvisory revieN process regarding comp]iance
with CPNI rules lor outbould marketing. Sales pcrsonnel must obtain supervisory approval of
any proposcd oulbound marketing request fbr customer approval. The Compan\r's policies
require that rccords pcruining to such carrier compliance be retained fol a minimum perio{i of
one year.
In conrpliarce with Section 64.2009(e), the Comp.rny will preP'lre a compliance certilicate" signcd
by dn ofticer on an annual basrs suiing that the officer has personal knowledge lhar the Company has
establisbed opcrating procedures that are adequale to cnsurc compliance wilh 47
C.F-R. $ 64.2001 ./ rc4. Thc certificate is to be accompanied by this stalemenr and Nill be filed
in EB Docket No.06-36 annually on or bcforc March l, for data penaining to thc prcvious
calendar year- This filing will includc an cr(planation oI any acrjons raken a8ainsr dara brokers
and a sunmlary of all cuslomer complaints receiyed in the past ycar concernins the unauthorized
release of CPNL

It is the Company's policv !o provide *,ritten notice to the FCC within five busincss days of any
instance wheie the opt out mechanisms do not work properly. such that a consumer's inability to
opt-out is morc than an anomaly. The lvritten notice shall comply with ,{7 C.FR- $6.1.2009(f).

J. Safeguards on the Disclosure of CPNI. It
measures to discover and protect against attempts

is the Company s policy to lakc rcasonable
access to CPNI. Thc



Company will properly authcnticarc a customer prior ro disclosing CPNI based on cuslomer-initiatcd
telephone contac!, onlire access. or ir store visit, ifapplicablc, as described herein.

(l) Melhods ofAccessing CPNL

(a) Telephone Access ro CPNI. It is the Company s policy to only disclose Call detail information
over tle tclephonc, based on customeFinitiated relephone contact, if the customer i-irst provides the
Company with a password. as described in Sectioll (2). thai is not prompted by thc Company asking
ibr rcadii ) available biographical infornr ation . or account information . I f the customo docs not
provide a password, the Company r,ill onlv disclose Call derail infolrnadoD by sending ir to the
customer's address ofrecord, or. by calling thc custonrer ar |he telephone number ofrecod. Ifthe
cusl(trner is ablc to provide Cdli detail iDfonnation to the Company during a customer'-initiated call
wilhoul the Company's assistance, then the Company may discuss the Call detail inlbnnauon
provided by the cuslomcr.

(b) Onhre Access to CPNI.It is the Company's policy 1o authenticale a customer \\,ithout the use oi
readily available biographical information. or accounl information. pior to allo\\,ing tle custorner
online acccss to CPNI related to a telecommunications service account. Once authenticated. rhe
cu(omer may or y obtain or ine access 10 CI'NI related to a telecommunicarions service account
lhrough a password, as described in Section (2), that is not prompted by the Company askirg for
rcadily available biographical information. or account information.

(c) In Store Access to CPNL IT is the Company's policy thar ir may disclose CPNI to a customer \!ho.
at any retail location operated by the Contpany. ilrst presents to the Company or its agoDt a valjd
photo ID matching the customer's account information.

(2) Password Proccdurcs. To csrablish a pirssword. thc Company lvill auihenlicaie the customer
without ihe use of rendil), available biographical information. or account information. The Compan)
nray crcate a back up cuslomcr aulhcnticalion melhod in the event ol lost or Ibrgorlen passr!ords. but
such back-up cuslomd authcnticaiion mcthod will not prompt the cusbmer for readily available
biogmphicdl irformation or account information.If the cusromer cannot provide the correct password
ol corest rcsponse for the back-up customer authenticarion method, the cusiomer must establish a
nelv p.risword as described in this paragraph.

(3) Nolification o1 Account Changes. It is the Company's policy io notir)i customers immediatelv
whcncvd a passlrord. cusbmer response to a hack-up means of authenlication for lost or forgotten
passwords, online account, or address oi record is crEated or changed- This notificatron rnay be
through Conlpany originatcd voicemail or text messaSe to the telephone number ofrecords. or by
muil lo the address of record, and will not reveal the charqed intbrmalion or be senl lo the ne\!
accounl inibnnadon.

(4) Business Custonrr Exempti()n. lt is the Company's policy ihat it rnay colltlactually be bound
to other authentication regimes other than those describcd hcrein for sera,,ices provided to
business customers that have both a dedicated account representative and a contract that
specifically addresscs the Company's protection of CPNI.

K. Notifiealion of CPNI Security Breac}€s.

(l) Il is the Company's policy to rotii law cnlbrcemenl ofa breach in its customers CPNI as

provided in this scction. The Company \!ill not notit its customers or disclose the breach publicly



until it has complctcd th. process of ootifyjng hw enforcemeDr pursuant to paraBraph (2).

(2) As soon as pracricablc. ani.l in no event later than scvcn (?) business days afrer reasonahlc
determinalion of the breach. the Company will electronically notify rhe Uniled Sraies Secre1 Sen ices
(USSS) and the Federal Burcau of Invcsligation (FBI) through a ceniral rcporting facility.

(a) Notwithstanding sralc lavr ro lhc cont|ary. thc Company shall not notifi cusromers or dis.lose the
breach to rhe public unril 7 lull business days have passed after notification to the USSS and the FBI,
e\Lepr .,. prn\ rded in pJ-agrrth. I b i . .d ,. ,

(b) lfthe Company bclicvcs thal lherc is an exlraordinarily urgent Eeed to notify any class of atTected
customers sooner than other$ise allowed under paragraph (a). in order ro avoid immediate and
ircparable harm, it rvill so indicate in its notification and may proceed to immcdiatcly notiry i$
affected customeis only aiier consultation with the relevant investigation agency. The Company uill
coopcratc with the relevaflt investigating agency s request to minimiTe any adverse effects of such
cus(omer nolilicalion.

(c) Ii the rclcvanl in!estigatinlr agenc) delermines lhai public disclosure or notice to customer would
impcdc or compromisc an ongong or potentidl criminal inlesligation or national security, such
agency may direct the carTjer not to so disclose or notity for an imaial pcnod of up to 30 days. Such
pcriod may bc cxtcndcd by thc agency as rcasonably nccessary in the judgment of the agency. If such
directio, is given, the acency shall notify the carrier $hen it appears that lhe public disclosure or
notice to affected custorners \!ill no longer impede or compromise a crinrinal investigatlon or
national security. The agency shall provide in writing its initial djlection to thc canier. any
subscqucnt extension. and any notif-ication that notice rvi1l no longer impede or compromise a
criminal investigation or national secudt-y and such $rilings shall be contcmporancously loggcd on
thc same repo!1ing iacility ihar cortains records of notificaiions filed by the Company.

(l) Customer N-otilication. Alter the Company has notified law enlbrcement pursuanr to paraeraph
(2), it will notify its customers ofbreach of those cusromers CPNI.

(.+l Recordkecping. Thc Company will mainrain a rurord, elechonically orin some orher manner. oI
any breaches discovcrcd. nolilisarions madc 1() th! USSS and lhe FBT pursuanl !o paragraph (2), and
no(ilications made to customers. The record will include, ifavailable, dates ofdiscovery and
notiilcalion, a detailed description of the CPNI that was the subject of the hreach. and the
circumsrances of the bleach. The Conpany will mainDin the record fbr a ninimum of 2 years.


